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Synopsis
The introduction of technologies that provide ‘off-ship’ support is moving forward at a rapid rate and is a technology
embedded by a number of manufacturers.
•
•
•
•
•
•
•

Where are the boundaries of the system when ‘off-ship’ support is provided and what level of assurance is
required to ensure this does not introduce a key hazard when utilising this technology?
In the event of a malicious attack, the risk may not be covered if clause CL 380 is included in the insurance policy.
Where the event is non-malicious with the same outcome as a malicious attack, what stance will be taken by the
insurance companies?
Is the safety of the vessel maintained and does ‘off-ship’ access have an impact on the continued classification of
the vessel?
What is the impact of ‘off-ship’ support on the ship’s staff, and what role do humans play when the ‘off-ship’
technology is activated?
Will the role of the engineering staff change and could they be considered as a contributing factor to a key
hazard if the ‘off-ship’ support fails?
Can the ship’s staff rely on the results of data analytics, what evidence exists to demonstrate that the attributes
of data that preserve safety are adequately considered?
What’s happening at the International Maritime Organization (IMO) and how are the Flag States reacting?

This paper will address these questions and look at the risks associated with the adoption of this technology and the
potential solutions to mitigate the risk to a tolerable level.

1. Introduction
Cyber technology is being introduced to the marine sector that claims to optimise business efficiency,
provide advanced technical analysis, reduced workload, increase operational awareness, improve safety
and provide advanced diagnostics. These claims are being realised through the introduction of ‘off-ship’
(remote) access into the ship’s systems from ashore.
This access is provided for a number of reasons, which includes; the ability to capture and analyse a wide
range of data, the provision to provide operational support and guidance, the ability to update products,
and the ability to control the system under consideration.
Where this access is provided, we must consider that the physical boundaries of the vessel and the
assurance of the system under consideration must now include this extended boundary. The assurance
case must include the identification of the risks associated with this extended boundary which is an area
not currently covered in the marine sector.
Experience suggests that failure to identify these risks can result in safety being compromised. Issues
arise due to the lack of understanding of the technology, its capabilities and its functions combined with a
lack of understanding of the design intent, ill-defined use cases and a complete lack of training of the
ship’s staff in how to manage this technology.

The introduction of cyber technology is a step change in innovation for the marine sector and is
evolving at a rate not seen for many years. Operational experience is very limited, and the
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traditional approach of learning from experience and developing best practice mitigations from the
experience is impractical because the changes are rapid and continuing. It is also the case that the
number of new players now entering the marine market means that the industry cannot rely on the
supply base having good knowledge and understanding of the risks associated with marine operations.
When failures occur, these tend to lead to the development of more design rules or legislation to prevent
further reoccurrences of the situation in the future. The problem is the rapid speed of development and
implementation of cyber-enabled technology is exceeding the capability of the legislators and regulators
to keep their rules up to date as any form of prescriptive requirement could quickly become obsolete
which could stifle innovation if there was no alternative to demonstrating compliance with the rules and
regulation.
We are probably many years away from machine learning systems being installed on marine platforms.
Certification against the Classification Societies’ rules and regulations allow verification and validation
activities to be carried out to demonstrate that safety is assured. How will a system which learns during
operation be treated when that learning may undermine the key performance measures that verify its
safety? Is this something for short term or long term consideration and is the marine sector capable of
assessing such systems, if not, then how is this going to be treated to ensure safety is maintained?
The marine insurance markets have put measures in place to reduce their risk by including a ‘cyber risk
exclusion clause’ in most marine insurance policies that can then be mitigated through a ‘cyber risk gap
insurance’ offered by some insurers. But will these policies cover all incidents involving cyber-enabled
technologies and will their approach to risk change when the validation and verification cannot be
achieved through current assessment techniques, is this a tolerable risk for the insurance market?
What role will be adopted by the ship’s staff when ‘off-ship’ access is activated, and does the current
training under STCW[1] provide the skill sets required? If the answer to this is no, then what needs to
change to ensure the staff have trust in the system including any ‘off-ship’ capability? Will the ship’s staff
require different operator skills and are we training our practitioners at degree and post degree level to
the required level of competence?
What processes will be required to approve and assure such systems and are there lessons to be learnt
from other sectors where good system design has proven to work, such as that used on Heathrow’s
Terminal 5 (T5) project[2] which at the time was Europe's largest and most complex project. The goal was
to increase the airport's current capacity of 67 million passengers a year to 95 million passengers a year
at a cost of £4.6 billion and used an innovative contractual arrangement which had the potential to
transform the project management practises of the UK construction industry and could those practices
be used in the marine sector?
Cyber-enabled systems cannot be designed in isolation and decisions must be made during the creation
of the specification and in the development of a system to ensure that the capability requirements are
fulfilled. As the level of integration increases, it is impossible to understand interactions and to predict
system behaviour unless an assessment of the whole system design is carried out. This assessment
should be started at the earliest design stage and maintained and updated throughout the development
of the project. Intuition is rarely sufficient to predict the behaviour of complex systems and the
introduction of ‘off-ship’ capability.
With the introduction of technologies that are no longer bounded by the physical ship, is it now time for
the marine sector to embrace a formal systems engineering process as followed for Heathrow T5 as the
commercial marine sector appears to be unique in the way in which contracts are placed and
specifications written for major assets. In a lot of cases, the specification, although complete in terms of
hardware requirements, is reliant on International Standards, and Classification Rules to deliver a system
that will meet the design intent and capabilities required by the owner.
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In the event of an incident which is attributable to the malicious use of IT systems as a means of inflicting
harm is there a difference between a malicious and non-malicious event and should the owners err on
the side of caution and declare their cyber and ‘off-ship’ capabilities to the insurer and should it become
a mandatory requirement that manufacturers also declare their capabilities to the purchasers and users
of their systems?
Is it the IMO that would need to put in place the necessary regulations/training framework to address
this technology? What process is required to get the ‘active’ industry and regulators up to the same
speed as the innovators and is there a need for a more collaborative and partnership approach for
assessment to the identification of the risks? These questions must be answered as soon as possible, as
the technological advances and innovation will continue and will form part of the ‘standard product’ of a
number of manufacturers and owners are relying on the integrity of the analytics now being offered to
them from a number of organisations.
1.1 Definitions
For the purposes of this paper, and to avoid confusion, the following definitions have been used:
Cyber – Relating to Information and Communications Technology (ICT). Where:
•

ICT includes sensors, monitoring, control, hardware, documentation and processes

System – A combination of interacting elements organised to achieve one or more stated purposes.
•
•
•

A system may be considered as a product or as the services it provides. (ISO/IEC 15288)[3]
A set of elements which interact according to design, where an element of a system can be
another system, called a sub system, which may be a controlling system or a controlled system
and may include hardware, software and human interaction. (IEC 61508)[4]
System elements include: hardware, software, data, humans, processes (e.g., processes for
providing service to users), procedures (e.g., operator instructions), facilities, materials and
naturally occurring entities. (ISO/IEC 15288)[3]

Use Case: Specification of a set of actions performed by a system, which yields an observable result that
is, typically, of value for one or more actors or other stakeholders of the system. (IEC 62559-2:2005)[5]
Assurance Case: A documented body of evidence that provides a convincing and valid argument that a
system is adequately safe for a given application in a given environment.
2. Where are the boundaries of a system when ‘off-ship’ support is provided
Traditionally the systems under consideration were bounded within the vessel, but with the use of ‘offship’ capabilities which can alter the function, performance or have an impact on the safety of the
vessel/system then the boundary of the system appears to extend beyond the vessel which is a concept
not addressed or assessed by the regulators.
We know ‘off-ship’ capabilities have been around for many years and is a standard feature being offered
by a number of manufacturers. In the land-based sector, wind generation and the oil and gas market the
use of remote access and diagnostics is a feature which has claimed to increase availability, reliability and
decrease maintenance costs and lost production revenue.
What we now see within the marine sector is a range of ‘off-ship’ capabilities providing features such as:
•

System monitoring – which may be for information purposes only. Example would be the fuel
burn per hour, day, voyage.
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•

•

•

System monitoring and optimisation – which may consist of ‘back office’ advice from ashore,
where the ship’s staff can accept or reject the advice. This may also extend to two-way
connection where the manufacturer or service engineer can monitor and optimise the system
without changing the boundaries of the system. Example would be changing the time required
to initiate an alarm, or a control strategy such as tripping of the electrical protection system for
preferential tripping of non-essential loads.
System monitoring, optimisation and installing software patches – which may include revised
control strategies, software updates to future proof the system or install new features. Examples
would be remapping of a diesel fuel injection system, reconfiguring the control strategy following
a failure to allow the vessel to operate with half motor arrangements, or installing a new
platforms operating system.
System control – which includes control of certain functions from ashore. Example would be
control of the steering and thrust of a vessel which will require situational awareness, data
latency, human factors and cyber security to be considered starting at the concept phase of
design.

Traditionally ships have been built as a series of sub-systems connected together to form a system, this
approach may have been adequate for simple systems where the level of integration was limited to
certain functions. Modern vessels can have a high degree of integration and dependencies between
systems, so the traditional approach of design at a sub system level would be extremely difficult to
confirm that the elements of the system interact according to the design intent and the safety argument
has been achieved. To address this, it is recommended that a ‘system-of systems’ approach be followed
which requires a risk based approach to be adopted to identify the interactions and dependencies
between these systems. Where installed, evidence must exist that the ‘off-ship’ capability is considered
and included in the safety argument, especially if operation, diagnostics, optimisation or repair work of
the system can be performed from places other than the ship itself.
If ‘off-ship’ access is enabled there may be an argument that the ship is actually safer if some human
functions are transferred ashore. This is because the skills, understanding and expertise of the ship’s staff
is based on their mandatory training under STCW[1], which has yet to be updated to address the
introduction of the evolving technologies, control and safety features.
One could argue that having ‘off-ship’ access is no different to a service engineer on board carrying out
the work, however for this to be true the control of access to the ship’s systems by remote connection
must be at least as good as the controls applied to attending services engineers. Specifically, there
should be protection to avoid remotely initiated activities that are unauthorised by the person in charge
of the vessel (whether that person be on ship or ashore).
It is recommended that the risks associated with ‘off-ship’ capability be identified and dealt with as
appropriate by the relevant parties, leaving this out of the risk assessment is not recommended.
3. Malicious or non-malicious cyber event – is there a difference in risk?
There is significant media coverage on the cyber risks that organisations now face and according to
Norton Rose Fulbright[6] there is a tendency to treat cyber risk as being synonymous with malicious
hacking. However, it is worth noting that the majority of cyber incidents reported to insurers are as a
result of accidental acts or omissions.
As stated by Oates and Malysz[7] threats from those who seek to harm information systems (“malicious
users”) are a well-known organisational risk. There are several organisations that claim to be able to
detect and react to a malicious cyber attack, but experience shows that this is extremely difficult to
achieve for maritime safety critical systems. Not only does a system have to detect an attack, but an
appropriate reaction must be designed, implemented and validated; this comes at a cost.
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3.1 Clause CL 380
The marine insurance market has introduced a cyber risk exclusion clause (CL 380) which has been
inserted into the majority of marine policies since 2003. This clause seeks to removes cover for any loss
or damage caused by the malicious use of IT systems as a means of intentionally inflicting harm. If
effective, this clause removes cover for a cyber attack, leaving a client completely uninsured and exposed
to any loss, including catastrophic physical damage, such as total loss of the vessel, and associated
business interruption loss.

INSTITUTE CYBER ATTACK EXCLUSION CLAUSE (CL 380) 10/11/2003:
1.1 Subject only to Clause 1.2 below, in no case shall this insurance cover loss damage liability or
expense directly caused by or contributed to by or arising from the use or operation, as a means for
inflicting harm, of any computer, computer system, computer software programme, malicious code,
computer virus or process or any electronic system.
1.2 Where this Clause is endorsed on policies covering risks of war, civil war, revolution, rebellion,
insurrection, or civil strife arising therefrom, or any hostile act by or against a belligerent power, or
terrorism or any person acting from a political motive, Clause 1.1. Shall not operate to exclude losses
(which would otherwise be covered) arising from the use of any computer, computer system
computer software programme, or any electronic system in the launch and/or guidance system
and/or firing mechanism of any weapon or missile.
3.2 Malicious or non-malicious breach
For owners/operators the consequences could be the same whether the incident is attributable to a
malicious or non-malicious event. As an illustration consider the following actual reported incident:
•
•
•
•
•
•

A remotely installed software patch for the engine room ventilation system required a reboot of
its entire computer system.
The reboot was initiated remotely with no situation awareness of the vessel.
At the time of the restart the vessel was manoeuvring with all watertight doors closed and three
out of the four diesel generators running.
The restart caused the closure of all ventilation dampers to the engine room.
The engines stalled because they did not have sufficient air but before doing so they had
evacuated all the air in the engine room, creating a vacuum.
The ship’s Chief Engineer was in the space at the time and was extremely concerned, by the
vacuum, which posed a significant safety risk for the personnel within that space.

The ship owner may not have been able to identify this particular risk arising from the software update,
with all software lifecycle processes having been developed in accordance with IEC 61508 [4], and being
fully documented and authorised by the manufacturer.
In similar situations, a loss of power can result in loss of steering, causing groundings and oil spillage and
significant environmental harm. How is the incident dealt with from an insurance risk perspective?
These and other such incidents could not be described as malicious attacks, or indeed, any sort of ‘cyber
attack’. As such, these incidents appear not to fall within the ambit of clause CL 380 as the software is not
being operated “as a means for inflicting harm”. Therefore, the ship owner may consider that it is able to
claim under its insurance policy. However, the ship owner should not underestimate the desire of some
insurers not to pay out if they can possibly not do so, and the insurer in any case may argue that there
has been a material non-disclosure by the ship owner that enables the insurer to avoid the policy.
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3.3 Duty of fair presentation
The relevant law for insurance is contained in the Insurance Act 2015 [8] (the 2015 Act) and applies to
insurance and reinsurance contracts entered or renewed after 12 August 2016, and to variations of
contracts made after that date.
The 2015 Act introduced a duty of ‘fair presentation’, replacing the duty of disclosure contained in
sections 18 – 20 of the Marine Insurance Act 1906. The 2015 Act came into force on 12 August 2016 and
will apply to any insurance contract governed by the law of England and Wales.
The “duty of fair presentation” seeks to encourage co-operation during the pre-contract stage, between
the insurer and the insured and to avoid passive underwriting. The duty requires the insured to make a
fair presentation of the risks before entering into an insurance contract. An important question is does
the principle of fair presentation require the cyber control aspects of the ship, and the possibility of an
innocent, non-malicious incident occurring, to be disclosed? And if so, what are the consequences of not
doing so?
What amounts to a fair presentation can be gleaned from sections 3(3)(a) and section 4 of the 2015 Act.
It will amount to a fair presentation when the insured:
a) gives disclosure to the insurer of every material circumstance which the insured knows or
ought to know;
b) or, failing that, gives disclosure of sufficient information to put a prudent insurer on notice
that it needs to make further enquiries for the purpose of revealing those material
circumstances;
and a fair presentation is one that ensures that every material representation as to a matter of fact is
substantially correct and every material representation as to expectation or belief is made in good faith.
The duty therefore requires the insured to volunteer information without being asked, but the duty is not
breached if the insured does not provide minute detail of every material fact.
However, we can anticipate the arguments that an insurer may raise if the ship owner has not provided
the insurer with information relating to the cyber capability of the vessel and if that cyber capability has
exposed the vessel to a potential significant risk.
To avoid this argument, the insured should ensure that it provides a fair and accurate presentation of the
cyber capability on the assumption that the cyber capability and feature do constitute material facts. This
should be clear enough so that the insurer can form a proper judgment either by the presentation or by
making further enquiries.
The ship owner, however, may not consider the cyber-enabled aspects to be material facts, and it may
consider that these features reduce rather than increase risk, but the opinion of the ship owner is not
relevant. A fact is material if it would “influence the judgement of the prudent insurer in determining
whether to take the risk and, if so, on what terms”.
Examples of material circumstances are set out in the 2015 Act. The insured has a duty to disclose:
•
•
•

Special or unusual facts relating to the risk.
Any particular concerns which led the insured to seek insurance cover for the risk.
Anything which those concerned with the class of insurance and field of activity in question
would generally understand as being something that should be dealt with in a fair presentation
of risks of the type in question.
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The 2015 Act also sets out a range of exceptions to the insured’s duty to disclose. The ship owner may
seek to argue that one of more of these exemptions apply. The exceptions are:
•
•
•

Circumstances that diminish the risk.
Circumstances that the insurer knows or ought to know or is presumed to know.
Circumstances as to which the insurer waives information.

Does, for example, the cyber features of a vessel diminish risk? And/or can it be said that an experienced
marine insurer knew or ought to have known or could be presumed to have known of the risk.
Based on the rapid advances in technology it is highly unlikely that an insurer would be able to identify
the risks except in the widest terms, such as ‘cyber-enabled technology is installed’ and that ‘off-ship’
capability is a feature but not the functions it provides. If the vessel has innovative technology and the
technology relies on a high level of system integration, then it is highly unlikely that the regulators or
insurer would understand this level of complexity and would have to rely on the manufacturers to
declare this capability.
3.4 Consequences of not complying with the duty
The consequences of getting it wrong can be extremely serious for the ship owner. A breach of fair
presentation may lead, in some cases, to the insurer avoiding the contract, though the 2015 Act has
introduced a system of proportionate remedies.
•

Where the breach by the ship owner has been deliberate or reckless, the insurer may avoid the
contract. This allows the insurer to refuse all claims. The insurer can also keep any premiums
paid.

•

If the breach has not been, deliberate or reckless, but the insurer can show that it would not
have entered into the contract at all on any terms had it known of the risk, the insurer can refuse
all claims under the contract, but must repay any premiums.

•

Where the breach by the ship owner (not being deliberate or reckless) is such that the insurer
would have entered the contract, but on different terms other than premium. If so, the contract
will be treated as if it contains those terms. This could be just as drastic if the missing term is
held to be a clause excluding liability for the risk that has caused the damage. The insurer would
be able to deny the claim if it comes within the exclusion clause that has now been added in to
the contract.

•

Where the insurer would have charged a higher premium if the duty had been complied with,
the amount recoverable will be proportionately reduced. So, if the premium is only 50% of what
would otherwise have been charged, the insured can only recover 50% of the claim. Given the
huge amount of potential loss that could be caused by a cyber incident, the inability to recover
50% could be significant.

•

Where the breach of the duty (not being deliberate or reckless) is such that the insurer would
have entered into the contact, but would have imposed both different terms and charged a
higher premium, the contract will be treated as if it contains those terms, and the insured will
only be able to recover a proportionate sum. In such cases, the remedies for the insurer are not
so drastic for the ship owner.

We can see that while avoidance of the contract is the most serious consequence, remedies falling short
of avoidance can have very serious effects.
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The answer seems to be for ship owners to err on the side of utmost caution and to seek to inform the
insurer of any and all cyber features of the vessel in order to seek to comply with the duty of fair
presentation. To do this requires a significant amount of knowledge of the system, therefore, it is
recommended that manufacturers provide the owners with the necessary information to allow them to
make a fair and accurate presentation to the insurer. It is also recommended that the Classification
Societies mandate the requirement for disclosure of cyber and ‘off-ship’ capability within their Rules.
4. Vessel safety and the continued role of Classification of the vessel
According to the International Association of Classification Societies (IACS)[9], the objective of ship
classification is:
‘to verify the structural strength and integrity of essential parts of the ship’s hull and its appendages, and
the reliability and function of the propulsion and steering systems, power generation and those other
features and auxiliary systems which have been built into the ship in order to maintain essential services
on board.
The vast majority of commercial ships are built to and surveyed for compliance with the standards laid
down by Classification Societies. These standards are issued by the society as published Rules.
However, a classification certificate should not be construed as a warranty of safety, fitness for purpose or
seaworthiness of the ship. It is an attestation only that the vessel is in compliance with the Rules that have
been developed and published by the society issuing it. Further, Classification Societies are not guarantors
of safety of life or property at sea or the seaworthiness of a vessel because although the classification of a
vessel is based on the understanding that the vessel is loaded, operated and maintained in a proper
manner by competent and qualified personnel, the Society has no control over how a vessel is operated
and maintained between the periodical surveys it conducts.’
The important clause is the ‘reliability and functioning of systems that maintain essential services on
board’. If remote access is a function provided by the manufacturers, and that function alters the
reliability, functioning or ‘safety’ of a system then it could be argued that this would have an impact on
the Classification of the vessel. It is, therefore, to be expected that there will be a demonstration that the
remote access has not compromised the standards set by the Classification Societies?
A real world example was an engine manufacturer carrying out an engine combustion process
optimisation to meet the “International Convention on the Prevention of Pollution from Ships”, known as
MARPOL 73/78 and Annex VI[10] which sets limits on NOx and SOx emissions from ship exhausts, and
prohibits deliberate emissions of ozone depleting substances. To attempt to meet the MARPOL
requirements the manufacturer optimised the engine; this resulted in a slower response characteristic
from the engine governor. This change, along with other measures, demonstrated compliance with the
IMO requirements, however the engine was connected to an alternator and the new governor
characteristics resulted in the vessel blacking out as the electrical protection system operated to protect
the ‘Quality of Power Supply (QPS)’ defined within the Classification Societies Rules, thereby
compromising safety of the vessel. This modification was a controlled event, but carried out through ‘offship’ access. The problem here was not with the software development it was with the management
system used by the suppliers and the failure of the ship’s staff and owners in failing to understand or
control the changes being made. Would this constitute as meeting the requirements for ‘operated and
maintained in a proper manner by competent and qualified personnel’ as defined by IACS?
4.1 Growing number of rules and regulations
The IMO Maritime Safety Committee, at its eighty-ninth session (11 to 20 May 2011), approved the
generic guidelines for developing IMO goal-based standards.
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The basic principles being:
1. broad, over-arching safety, environmental and/or security standards that ships are required to
meet during their lifecycle;
2. the required level to be achieved by the requirements applied by Classification Societies and
other recognized organizations, Administrations and IMO;
3. clear, demonstrable, verifiable implementable and achievable, irrespective of ship design and
technology; and
4. specific enough in order not to be open to differing interpretations.
To address this, we are seeing a growth in regulations aligning with the principles defined above, which
are largely welcomed by industry, but there are a number of issues that need to be considered:
•
•
•
•

who sets the goal and what body of evidence is required to satisfy the Classification Societies?
goal based requirements are more complex and more difficult to understand as there is less
transparency to show how compliance can be achieved.
the lack of transparency encourages regulatory caution, this can result in uncertainty in
establishing whether a goal has been met.
how to ensure differing interpretations do not increase costs in overseeing and enforcing the
rules.

The questions raised above are creating an interesting debate between ship owners/shipyards/designers
and the Classification Societies with respect to the body of evidence required to demonstrate
compliance? As an example, when is there enough evidence to satisfy a safety argument when there is
no clearly defined International agreement on what constitutes a ‘tolerable level’, does this lack of clarity
leave the decision down to the individuals? If this is the case, then there is a real risk that costs could
escalate out of control.
It is suggested that suppliers will need to re-evaluate what/how they provide information to the
Classification Societies as a result of following goal based rules. At this stage the industry is going through
a trial and error process and there is a certain amount of uncertainty from all parties and it has been
argued that to demonstrate compliance with the goal requires greater thought by the party trying to
meet them because they have to translate a principle into a practical implementation in a way that
demonstrates compliance / satisfaction of the principle. This does not make it less transparent, and that
complexity or understanding about the goal based rules are not necessarily increased but are less easy to
implement.
If we accept the argument put forward and the industry adopts a more assurance case[11] culture the
difficulties discussed above should be resolved. There is an expectation that once the suppliers see the
flexibility in the approach and their ability to innovate within the structure of the rules they will embrace
it. There may be up-front costs to suppliers to establish a method of presenting their information to
demonstrate compliance but once it is established it is reusable.
Could the marine sector adopt a process similar to that used for T5? This project was interesting not just
for its status as a mega-project because of its scale, complexity and cost (B Flyberg 2003)[12], but for other
reasons: It has been on schedule, within budget and has had a high safety record during construction.
This represents a major breakthrough in project performance and the lessons from it have potential to
transform the project management practises of the UK construction industry. BAA's decision to accept all
the risk for the construction project released the burden of accountability from contractors and suppliers,
thus preventing an unproductive culture of blame and confrontation from taking root.
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The lessons included:
•
•

•

Shared liabilities: All parties to the agreement share in the cost impact of risk on a strictly nofault basis with caps for the ability for any party to bear the cost impact and supported by
commensurate insurances.
Cultural commitment: The unusual nature of the agreement with explicit requirements on
individuals and companies to be aware of and support each other through both formal
partnerships and supportive behaviours of trust and cooperation created a strong psychological
contract.
As stated by the Royal Academy of Engineering[13]
“This systems engineering approach spans professional disciplines as it is not possible to conduct
mechanical/electrical/software engineering in isolation from the other branches of engineering,
it reaches outside the technical domain to encompass the environment of the system. This
includes not only the natural environment but also the human one – the relationships between
the stakeholders and the legal and social framework within which the system must be built and
used. An Integrated System Design that looks holistically at both the need and the solution is
required, as well as engineers who can think holistically at both the need and the solution.”

5. What is the impact of ‘off-ship’ support on the ship’s staff and what role does the human play when
this technology is activated?
Is the marine industry prepared for the future? With the introduction of the capability to access the
ship’s system from ashore does the role of the ship’s staff change and how is this being addressed by the
IMO and training establishments?
Operation of ships is becoming dependent to varying degrees on these complex cyber systems and
reversion to manual operation is simply not practicable or available. Therefore, instead of relying on
humans for well rehearsed skill execution and the ability to follow rules which requires significant
practice and skills, there is growing reliance on the manufacturers to provide the technical expertise
through remote access into the vessel. This potentially has great benefits, but these will only be realised
if the design of the cyber-enabled ship addresses the human-system issues that emerge as a result of this
new approach.
It is acknowledged that seafarers are vital to the indispensable role played by shipping in the global
economy however, few ships’ engineering staff have an understanding of the implication of the cyber
capabilities being present in the equipment, or the level of interaction between the sub systems, or that
‘off-ship’ capability is installed. Therefore, they cannot ensure that the systems will function as intended
in all operating conditions because they may no longer have control over the systems when the ‘off-ship’
capability is activated.
The ship’s engineering staff and seafarer’s role could therefore be changing from one of ‘being in control’
to more abstract levels of knowledge synthesis, judgement and reasoning as the remote operator may
not have the full understanding of the evolution of the vessel, an example would be control of the
steering gear system from ashore whilst manoeuvring. Whilst this may initially seem illogical there are
some real world applications, and it could be carried out safely if it was done in a controlled manner and
communication between the remote operator and the ship’s staff was adequate for the task in hand.
According to Stokes[14] addressing these issues requires a human-centred approach to systems
development and operation with the human appearing frequently in the system of systems design and as
such should be considered an intrinsic element in the formation of the cyber-enabled concept. One
approach that can be followed is defined in ISO 9241-210: Human-centred design for interactive
systems[15].
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However, at this point we should probably take a step back to understand what is actually being
proposed:
·
What do operators and owners actually want?
·
What level of control do we envisage will be managed shore-side?
·
What do we want from our ship’s crew?
·
What does a typical day-in-the-life of the whole system look like and what are the associated risks?
These questions and many more need to be considered at a high level in order to understand how the
human element fits into the system. Once an initial ‘Use Case’ has been defined then we can start to look
at the human element to determine what people need to be able to do within the system i.e. derive User
Requirements.
A competent Engineering Officer on a traditional ship will be able to perform the tasks identified in,
STCW, but placing this Competent Engineering Officer onto a cyber-enabled ship without considering
them at an early stage in the design is likely to lead to failure.
It is not feasible to expect that the Engineering Officer will be able to walk onto a cyber-enabled ship and
understand the new requirements associated with their role. The boundaries of their responsibilities will
be very different. Some aspects of the system will be taken out of their control and they will need to
understand what this means for them and for the operation of the ship.
For example, the engineer may see changes being made remotely to the system. Unless they can see and
understand what is being changed and why, this competent engineer is likely to apply the same
conclusions that they would have done on the traditional ship, and without realising it may be making
errors, leading to fundamental flawed conclusions and potentially dangerous actions.
The cyber-enabled ship may require a fundamentally different configuration of Officer, Crew, and shore
side support. Part of the necessity for this is because the boundaries of the new system are different.
Traditionally we would consider the ship as a distinct separate operational system. With a cyber-enabled
ship with ‘off-ship’ capability, we now need to consider a wider system of systems issues, including shoreside control operators as an intrinsic part of daily ship operations.
To do this the jobs of seafarers and shore staff will need to be re-designed to take account of new or
changed responsibilities and the cumulative effect of all changes on the safe and effective performance
of seafarers and shore staff will need to be considered in terms of situational awareness, competence
and training.
Questions we will need to address could include:
•
•
•

Will on-board engineers still require the same certification and competence requirements as
today, or will these shift to the shore engineers?
What role do we see for today’s engineers?
What are the boundaries of responsibilities / dynamics / communications required between
shore and ship staff?

It is suggested that the current training requirements laid down by the IMO and STCW do not address the
complexity we now see on modern vessels, neither do they address the varying types of integration and
‘off-ship’ capabilities now installed by manufacturers. This risk needs to be considered by the owners and
operators.
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This gap in training has been acknowledged by a number of flag states and operators but the will to
disturb the level playing field of globally agreed regulations is seen as creating an unnecessary burden
and unpredictability for vessel operators and crew. The MAIB report[16] on MV Prospero, a vessel
suffering an incident caused by system failures, identified that the basic elements of STCW training for
engineering officers are unlikely to equip them to deal with modern technology, this report was
published in 2005 and it is suggested that this gap has increased not decreased, heading for the linkspan
in Southampton is no time to call the 24 hour help line from the engine manufacturer.
5.1 Cultural implications – perception of risk
The culture of working at sea will change with the emergence of cyber-enabled shipping particularly in
relation to perception of risk and trust.
One of the fundamental changes will be the shift of day-to-day responsibility for the operation and safety
of the ship to the shore. However, the consequence of any incident will be experienced at sea by the
crew. If unchallenged, there will inevitably be a displacement in the perception of risk between those
onshore and on ship. On ship, for example, the perception of (personal) risk is likely to increase because
the decreased level of direct control and influence they have on ship operation. See figure 1 below.

Figure 1 - Adapted from Sandman’s (1991) Risk Perception Model
Human perception of risk can fundamentally affect the way we behave and how we trust and work with
others. Education on the true risks and their consequences, affecting a collective safety culture, and
enabling direct communications between shore and ship are some of the ways that risk perception can
be managed.
5.2 Cultural implications – Engendering trust
Currently an on-board engineer is able to rely day to day on his co-located colleagues for advice and
support and on a system with clearly defined inputs and outputs. Trust between people in a co-located
team such as this can be difficult to establish but is very easy to break, and, once broken is often
extremely difficult to repair.
Trust in systems which have ‘off-ship’ capabilities is limited to the degree that evidence from an
operator’s past experience does or does not provide adequate evidence for predicting how the machine
will behave in novel situations.
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Often engineers do not pause to deliberately think about whether or how they trust their
technology, they have what might be called default trust, where trust concerns an expectancy or an
attitude regarding the likelihood of favourable responses, but ‘off-ship’ capability involves trusting in
people you will probably never have met. When people are not co-located, and do not know each other
this can make trust even harder to establish.
For example, the engineer on-board may not immediately have sight of how / what the shore-side
controller has updated in the system, or why certain decisions have been made. The ship staff may not
even know that changes have been made until the system responds differently to that expected.
Appropriate trust and reliance depend on how well the capabilities of the cyber enablement are
conveyed to the user. This can be done by considering the specific design, evaluation, functions and
training which have to be transparent and relevant to the end user while ensuring the system is designed
for appropriate trust, not greater trust and the outputs and functions are comprehensible to the end
user.
Several companies have now embarked on agreements with the engine manufacturers to perform all
engine maintenance and monitoring activities, this allows capture of digitalised data streams from
multiple engines with analysis carried out by shore side specialists. The question is what is the role of the
ship’s engineers when the system is connected to the shore based personnel, is the engineer becoming
another ‘idle hands off observer’, if so the industry needs to consider the implications.
In cyber-enabled shipping, there is essentially a human – system – human control loop with clear
boundaries and protocols, and carefully managed to create a circle of trust and a workable and reliable
system of working.
The following diagram illustrates how trust is transactional and can be used to help develop the concept
of operation and boundaries of roles and responsibilities.

Figure 2 - Adapted from Reina and Reina (2008)[17]
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Is the marine industry prepared to meet the challenge of the cultural implications of cyber enablement?
The final piece of the puzzle comes back to education and what the ship’s staff is required to do to
address cyber-enabled technology, according to a number of published articles such as found in the IET
Journal Vol12 issue March 2017, Jeremy Watson - University College London stated that ‘we need
security minded engineers and product managers who can sniff out and understand the proportionate
response and we do not train people to do that yet’
According to the Statistical Release by the UK Government[18] dated 25th January 2017 DOT UK Seafarer
projections for 2016 to 2026 indicates that the total supply of UK seafarers could increase by around 4%
between 2016 and 2026, with forecasts suggesting strong growth in the number of Technical Officers
which is expected to more than double but a 36% reduction in Engineering Officers. Is this a cause for
concern as the skills required to maintain a cyber-enabled system are a combination of systems thinking
held equally between the Marine Engineer and the Technical Officer, or is there a new role that needs to
be established to address this technology?
6. Data analytics
The Safety Critical Systems Club (SCSC)[19] has produced guidance that recommends that assets be
assessed for the importance of data safety properties, i.e. properties whose preservation are necessary
for a system to be considered safe.
We now see claims made by organisations that data extracted from a vessel can be used to improved
efficiency and provide significant business benefit. The question here is what evidence exists that the
data collected is the ‘correct data and has the right attributes’ and will ship owners be making significant
decisions (including safety-related decisions) based solely on data held or extracted from a system?
Where the integrity of the data cannot be verified, carrying out analytics on the data is questionable and
is probably a meaningless exercise.
Consider, for example, the importance of data which indicates the position of underwater obstructions in
nautical channels or the protection system of a HV Switchboard, can these be compromised in any way?
Another issue that has been raised by ship owners is the accuracy of the analytics reports. If the integrity
of the collected data is questionable is the report meaningless and could the results have an impact on
safety if the recommendations are implemented by the end user?
James Inge's work on Improving the Analysis of Data in Safety-Related Systems[20], produced a useful
taxonomy of data types. He concluded that a rigid taxonomy of data types was unhelpful due to various
properties or characteristics of the data which vary independently. In short, it is the combination of data
type with the required properties that facilitates safety analysis.
To support such analyses a collection of data properties has been produced; this is documented in the
Table 1.
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Table I - Data safety properties from the SCSC Guidance[19]
Property
Description
Integrity
Completeness
Consistency
Format
Accuracy
Resolution
Traceability
Timeliness
Verifiability
Availability
Fidelity / Representation
Priority
Sequencing
Intended Destination / Usage
Accessibility
Suppression
History
Lifetime
Disposability / Deletability

the data is correct, true and unaltered
the data has nothing missing or lost
the data adheres to a common world view, e.g. units
the data is represented in a way which is readable by those that need to use it
the data has sufficient detail for its intended use
the smallest difference between two adjacent values that can be represented in a
data storage, display or transfer system
the data can be linked back to its source or derivation
the data is as up to date as required
the data can be checked and its properties demonstrated to be correct
the data is accessible and usable when an authorized entity demands access
how well the data maps to the real world entity it is trying to model
the data (items) are presented / transmitted / made available in the order required
the data (items) are preserved in the order required
the data items are only sent to those that should have them
the data items are visible only to those that should see them
the data items are intended never to be used again
the data has an audit trail of changes
when does the safety-related data expire
the data can be permanently removed when required

Could the data analysis cause harm: Strictly speaking, this is not accurate; by itself data can neither cause
nor prevent harm. However, mistakes introduced in data, the use of inappropriate, or the incorrect use of
data can become dangerous. The use of flawed data can make a computer crash or a control system
perform incorrect actions, or mislead human users into making incorrect decisions.
The following is a real world example to illustrate the issue; as a result of data collection and shore based
analytics, the ship’s staff were told to reduce the number of auxiliary engines running during
manoeuvring, analysis showed that significant fuel savings could be made. What was not considered
during the analysis was the engine power ratings which were different and when one larger engine
tripped the ship blacked out it was only the quick thinking master that ordered the anchors to be
dropped that prevented the passenger ship hitting a bridge.
It is recommended that the marine industry err on the side of caution when engaging with organisations
that carry out data analytics as without a baseline understanding of the original design intent and original
performance requirements, the analytics report could result in the sort of incident mentioned above or
the claims made by the analysis in providing the claimed business benefits may not be realised.
7. Regulatory framework
In the past year, the maritime sector has conspicuously picked up the pace in dealing with the issues
surrounding cyber-enabled ship. 2016 saw guidelines from the IMO (MSC.1/Circ. 1526), BIMCO[21], Lloyd’s
Register, ABS, DNV/GL and the US Coast Guard.
IACS have the ‘Cyber Systems Panel’ who are looking at a phased approach with recommendations
covering:
• Procedures for software updates
• Manual backup
• Contingency post failure
• Network architecture
• Data assurance
• Physical security
• Network security
• Vessels systems design
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•
•
•

Programmable systems equipment inventory
Integration
Remote update/access

DNV/GL already have rule requirements in place dealing with remote software maintenance, i.e. from
outside the vessel. This states that no remote access or remote SW modification shall be possible
without the acceptance and acknowledgement by the ships responsible.
There are numerous conferences dedicated to maritime cyber security and are well attended by shipping
companies, offshore operators, manufacturers and organisations claiming to help reduce the risk and
everyone is advised to adopt a cyber risk management approach, such as that advocated by the USCG.
The guidelines produced in 2016 mostly deal with the issues surrounding cyber security and the
timeframe for the publication of the IACS document is unknown.
The examples and events contained within this paper could not be considered as malicious and as a
means of intentionally inflicting harm, yet they occurred. There are rules in place, but rules do not
automatically generate solutions; maritime cyber, like other sectors, relies on a supply of risk managers,
IT consultancies, and third-party providers all operating among flag states of varying capabilities and the
introduction of cyber technology with ‘off-ship’ capabilities is challenging the regulators to find a
pragmatic solution for assessment.
8. Recommendations
The marine sector has to take up the challenge in the use and implementation of cyber-enabled
technology to do this is going to require a step change in the design, implementation and assessment of
such systems with processes aligned to other sectors such as the European rail industries and UK National
Air Traffic Services (NATS), where the failure of systems could have fatal consequences to staff and
members of the public. These sectors have developed standards that embody safety management
systems which themselves naturally cover systems design and integration processes.
In the case of NATS, each ‘System’ has a safety case developed in four parts:
•
•
•
•

Part 1 defines the safety requirements based on formal hazard analysis and risk assessment
within a defined context of use;
Part 2 demonstrates that the design solution and processes used to implement the solution have
met the safety requirements;
Part 3 demonstrates that the necessary installation, commissioning and transition to use
activities have been performed and the safety integrity of the new, and any existing, systems can
be maintained.
Part 4 demonstrates that operational processes have been revised or established to take account
of the new or revised systems.

Critical elements of the NATS approach are to define the context of use, the interactions with external
systems, and the thinking of the system as the equipment; the procedures that define the operation and
maintenance; and the competent staff that operate and maintain the equipment in accordance with
procedures. Changes to any one of the three elements (equipment, procedures or people) require an
evaluation of the impact on the safety case.
European rail standards require safety management systems to be used by designers and developers and
specifically give requirements for the content of a safety case which includes evidence of quality
management, safety management, and functional and technical safety.
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The examples from other industries given above are taken from environments where commercial
pressures are quite severe and there is also government and media attention paid to them. While there is
always room for improvement, the industries have embraced a safety culture, implemented safety
management systems, made use of highly integrated systems and have intrinsically included good system
design and integration processes. They therefore provide a good source of experience from which the
marine sector can learn.
8.1 Six principles for integrated systems
The Royal Academy of Engineering published a paper entitled ‘Creating Systems that Work; Principles of
Engineering Systems for the 21st Century’[13]. This document uses the term “Integrated System Design” to
emphasise that to achieve an integrated system is more than just conceiving and building a set of
components or sub systems in isolation.
They derived six principles that are not just based on theory; but have been pragmatically derived by
experienced engineers with a long history of successful (and some unsuccessful) system projects. For the
marine sector to ensure the cyber-enabled ship is demonstrably safe under defined operating conditions
it is highly unlikely that an approach which does not follow the principles will lead to a system where the
safety argument can be verified or validated. These principles are defined in annex A:
9. Conclusions
The key theme of this paper has been the identification of the risks associated with the use of cyberenabled technology and ‘off-ship’ capability. The use of this technology is increasing and the industry,
regulators and Classification Societies need to establish a common framework for acceptance in
collaboration with the manufacturers and innovators which we believe is currently in development.
A recommendation has been made that, by using the principles laid down by the Royal Academy of
Engineering and processes used in other sectors provides a structured and persuasive framework where
by the design of the cyber-enabled system can be realised.
The way cyber-enabled systems are designed for the marine sector, as advocated by this paper, will
require a number of changes to take place such as:
•
•
•
•
•
•
•

Changes will be required in the way contracts are currently placed with shipyards and
manufacturers of complex integrated systems.
The owners will be required to change their specification to ensure system design and
integration of cyber-enabled systems are properly considered.
The owners will be required to establish systems engineering processes to support through life
changes.
Contracts should formally record known risks.
Relationships should be fostered throughout the project.
The completion of use cases has to be considered.
The ‘off-ship’ capabilities need to be defined and the owners must take into consideration the
training needs and competence of the crew.

If the industry wishes to embrace this technology, then communication between all parties has to start at
the concept phase of design and continue throughout the systems lifecycle. Other sectors appear to be
able to manage this quite effectively so it is strongly recommended that we learn from these sectors.
The legal implications of the use of cyber-enabled technology and the introduction of the cyber risk
exclusion clause CL 380 is going to create some interesting debate if it is ever challenged in a court of law.
A breach of fair presentation could also end up with an interesting debate. The answer seems to be for
ship owners to err on the side of utmost caution and to seek to inform the insurer of any and all cyber
features of the vessel in order to seek to comply with the Act.
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One thing is quite clear: ‘doing nothing is not an option’. If the marine sector wishes to operate cyberenabled systems with known risk, then the approach outlined in this paper should be considered as we
will only get one opportunity to get this right.
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ANNEX A
The Royal Academy of Engineering
Creating Systems that Work – Principles of Engineering for the 21st Century
Principle 1: Debate, define, revise and pursue the purpose – The system exists to deliver capability, the
end justifies the means
This principle requires co-operation from various stakeholders and it is recommended that owners
develop capability requirements for the cyber-enabled ship and include these in their specification. As
stated by Tetlay and John[22]: “capability determines whether or not the system has the ability and the
capacity to completely fulfil the operational capability of the system for a given context in its intended
operational environment within the scope of the capability requirements.”
Elucidating these requirements, including those to ensure risk mitigation, will require a collaborative
approach with the relevant parties as they are not easy to derive. This is considered to be a challenge and
risk for the marine sector.

Principle 2: Think holistic – The whole is more than the sum of the parts – and each part is more than a
fraction of the whole
The design of a complex cyber-enabled system requires a systematic and disciplined approach to focus
the efforts of a team of people. This is a significant challenge but must be addressed as success relies on
team management as well as technology management. The way that systems are built and used must
also be rigorously controlled. The commercial, contractual and personal relationships have to be
designed and managed as well as the technology.
All systems have boundaries; without them, they cannot be thought of as systems. All systems are part of
bigger systems, of a bigger whole. Hence, one supplier’s system is another supplier’s sub-system (for
example, a diesel driven alternator is a sub system for the power distribution network). The boundaries
have to be recognised, understood and managed. It might not be obvious where the system ends; this
must be debated, iterated and agreed with responsibilities clearly defined. One of the first tasks when
designing a system is to decide where these boundaries lie.
Failure to properly define boundaries, the behaviour and protocols to be used at the boundaries, and the
details of any signals, instructions, information, or the like, which cross the boundaries will lead to
problems in the use of the cyber-enabled system.
Establishing processes that implement a holistic approach will require a change to relationships as
discussed in Principle 6, again this is seen as a challenge for the marine industry as the current
contractual relationship does not engender this approach and where the use of cyber-enabled
technology and ‘off-ship’ capability exists then it is imperative that the boundaries of the system are
identified.
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Principle 3: Follow a systematic procedure – Divide and conquer, combine and rule
The lifecycle, a ‘V-model’, shown in Figure 3, is a typical example of a project lifecycle based on that
described by ISO 17894[23].
Continuous through life review

Concept

Operation

Continuous review of the risk case following
maintenance or modifications of the system
Accepted system, user tests, ensure system
meets shipowner’s specification and the
capability statement. Limitations to be identified
and declared, risk case to be updated

What does the shipowner want?
Specify the capability statement
Start development of
the ‘assurance’ case

Requirements
capture

Validation

Integration
and
Sea Trials
Verified sub system integration
resulting in systems tests. Continuous
reference and updating of the risk case.

Develop the specification and gain
agreement with all stakeholders and
not just the shipyard. Place contract with
known risk

Verification

Contract

Build

Sub system testing and
progressive integration of sub systems

Design and construct the sub systems.
Gain approval of the sub system design

Design

Figure 3: Marine system lifecycle
Two distinct phases of the model can be identified. The left hand side, the ‘planning phase’ (from initial
concept to detailed design) starts by iterating with the stakeholders to agree the capability statement.
The stakeholders and designer together explore what capability the stakeholders are trying to achieve,
possible ways of doing it and the implications of each.
The right hand side (from component build and sub system integration through to operation) concerns
technology and successive stages of integration, bringing the sub-systems together to create the working
system. The procedure must, at every stage, provide guidance and not be a strait-jacket
The international standards, ISO/IEC 15288:2008[3] and ISO 17894:2005[23], provide a sound framework
for the technical aspects of modern systems development and should help to inform decisions on
necessary changes to contracting arrangements.

Principle 4: Be creative
Engineering cyber-enabled systems demands extraordinary creativity from all the stakeholders.
The system designers should have two basic roles:
• To work with the customer and other stakeholders to tease out and define the capability that the
system must deliver, including making the trade-offs between cost, performance and timescale
(taking into account the level of risk for each).
• To create the top-level design, or system architecture, and translate it into the requirements of
each element.
The ship owner’s responsibilities are:
• To facilitate every stage of a systems lifecycle, that is: its initial design, risk identification, build,
integration and commission; through to its operation; its maintenance; its modification; and
decommissioning. It is a requirement that the owners are engaged throughout the lifecycle and
play an integral part in the system development.
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These roles are not easily achieved under the current model used in marine system design; as ship
owners do not have responsibility for, or formal control over, systems on ship until formal handover and
it is not possible to mandate the ideal processes for new build projects.
This has to change and it is strongly recommended that the processes used by other industries, and as
described the RAE, are used as exemplars.

Principle 5: Take account of the people
International Standards, such as IEC 61508[4] and ISO 17894[23], make it quite clear that people are part of
a system and are not just an external constraint.
People are often seen as the most fallible element of an integrated system. However, there are
documents[3,13] that suggest the flexibility, inventiveness and intelligence of the human acts as the
integrator of the system, and that human input might also be the only way to recover from an
unanticipated system failure or from undesirable emergent properties.
The fundamental message to the system designer is to understand and take into account the human
aspects of the system. This is going to be a challenge for the marine sector as the ‘end user’ can change
throughout the life of the system and with the introduction of ‘off-ship’ capability the ‘end user’ is not
easily defined.
Cyber-enabled technology can require significant human expertise in their operation and management. In
every case, training and refinement of skill is one of the functions of the whole ‘system’. It is
recommended that the skills required for safe and effective operation of cyber-enabled technology and
‘off-ship’ capability be considered at a very early stage of the project and any training needs be identified
through collaboration with the manufacturers of the systems.

Principle 6: Manage the project and the relationships
The management of relationships is as important as managing the technical aspects of the project. The
marine sector, with its fragmented approach to system design and integration, will need to adopt a
process that is not solely controlled by commercial and contractual agreements.
The relationship between stakeholders in the marine sector is inevitably complex, sophisticated and, in
some cases, complicated by corporate ownership issues. However, involving all stakeholders is necessary
and valuable, not least because as the design, development, building, and testing of cyber-enabled
systems progress, it is likely that early assumptions about system operation and performance will need to
be revisited. It is also necessary to discuss and agree the operational effects of design and
implementation decisions with the stakeholders who the decisions will affect.
The introduction of ‘use cases’ is going to become a necessity as the complexity of cyber-enabled systems
increases and the observable results expected from the system have to be clearly understood by all
parties, on and off the vessel. An ideal model for marine sector relationships is outlined as follows.

© 2017 FIGS Events Limited

P a g e | 21

The ‘cyber-enabled ship’ – what are the risks and what are the mitigations?
FIGS Events Lecture: 30 March 2017

Shipowner

System
Manufacturers

Ships
operators

Shipyard

Classification

Strong link

Figure 4: Optimised structure to address system design and integration
Figure 4 shows the optimum structure between the various stakeholders for a project. What can be seen
is the connections between each of the stakeholders are on an equal level. The exchange of information
and combined decision making is the only sure way of meeting success and the relationship should be
considered as a collaboration and this must be specified in the contract.
For the cyber-enabled ship, to be highly successful will require competent customers as well as suppliers.
The level of knowledge of the customer about a particular system need not be as great as a supplier’s but
the customer must seek to establish:
•
•
•
•
•

the boundaries of the different systems;
the critical elements of the interfaces between systems;
within which system control of functionality normally resides;
the way predictable failures and errors are handled;
the processes and procedures for managing remote access into the vessel.

Suppliers should involve the customer in appropriate design decisions, declare the systems full
capabilities and provide the documentation necessary to facilitate the customer establishing this
information and provide the required training where necessary with the confidence and trust that has
been defined and agreed by all parties to ensure the business and safety performance is not
compromised.
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